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M otivation

* Looking fordocuments on ‘terrorism’ on the Internet

* How do you find what you need?

— Use your favouriteearcmngine...
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M otivation

* Looking fordocuments on ‘terrorism’ on the Internet

e How do you find what you need?
— Use your favouriteearchengine...
— Toomuchinformation
— Toomanyinformation sources

* The usual information retrieval tools are robugh..
— We need intelligent tools tankandsortdocuments
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OQutline

* Motivation
« Domain

e OSILIA System
— Overview
— Description of Parts

e Evaluation
e Conclusions
e Current and Future Work
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Domain

‘Fight against Internet Fraud’
» Attacks onComputers
— e.g. viruses, Trojan horses
» Attacks oninternet
— e.g. worms, denial-of-service attacks, hacking of web sites
» Computer-baseBraud
— e.g. cracking, credit card stripping, attacks on financial encryptio

* Crimeusing Internet
— e.g. paedophilia, terrorism, instructions for bomb-making
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OsiLIA System

» Gatherdnformation from multiple sources

» Can be tuned to particular subjectmains
— selectsources
— define a set of searetords

* Cleandrrelevant information from documents
* Filtersrelevant documents

— adocument is downloaded if it matcheguary
e Classifiesdocuments
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Overview
—— Source
— | parameters
] || Web Crzﬂvler I
- Search

words
—
Cleaner
Filter

Classifier

Lemmatiser; Keywords Classifier Search
Assigner Interface

‘.ﬂ, J documents
. ) . keywords/doc class/doc
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“—— « InformationSources
r — 20news and meta-news sites
ﬁ% » Languages
=3 — Two: English and German
* Sourceparameter files
— starting web siteddress
— searchdepth
— sectionsotto be crawled
* Languageparameter files
— Boolean search terquery
— weightsper word
{iﬂ} — thresholdor document storage
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Filter

* Apply the subject domain queagain
— documents downloaded due to search wortdsidethe article
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Classifier

* Lemmatiser
— toimprovethe keyword identification

* Keyword Assignment
— log-likelihoodtest
— chooseselevantwords for storage in the database
— searchewith keywords retrieve relevant documents

» Simple classification technique
— weightsper word
— thresholdor assignment to a class
— ranksdocuments
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* Meta-dateextracted

— Dublincore ‘elements’
» Title
* Date
» Source

— Other‘elements’
e Language
» Subject
» Geographical references

e Querieson some ‘elements’
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* Compareddocuments gathered
=300 >1400
manually automatically
(press clippings)
Subject Type Number of documents
Attacks on Computers 500
Attacks on Internet 327
Computer-based Fraud 459
Crime using Internet 130
Total 1416
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» Evaluator
User with background ijournalism

Precision95% of documents covered the subject domain
* 5% error: ‘Aninternet report onchild abuse in local authority homes’
Recall all major issues also found in the automatic gathering

Only about 20% of the articles brought previoustknownfacts
Not much information than what is foundspecialistpublications
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- Conclusions

» A system which

Gathergnformation from multiple sources
Can be tuned to particular subjecimains
Cleandrrelevant information from documents
Filtersrelevant documents
Classifieddocuments

* 95%of documents covered the subject domain
— Only about 20% of the articles brought previousiytnownfacts
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Current and Future Work

— * Filtering
— identification ofduplicates

» Assignment oEurovocthesaurus descriptors
— a set of descriptotsanslatedn 11 languages
— allowscross-languagdocument similarity calculation
— users identify a document iofterest
— get dlist of similar documents
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Current and Future Work

Named-entityextraction

— users interested imnamef people, places and organisations
— this information can be madearchable

Languagedentification
More sophisticated relevancenkingtechniques
An e-mail and smaotificationfacility
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