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3 Hacker Hits on Pentagon Computers Up 1025 This Year (washingtonpost.com) - Microsoft Internet Explorer - [Working Of___ [El]m]
J File Edit “iew Fawvorites Tools Help |
A fa) Q G 8 | & A .
Back FEtyEre Stop Fefresh  Home Search Faworites History kail Frint Edit Discuss
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Home | Register Web Search: =
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=] @ Web page unavailable offline ] _

Hacker Hits on Pentagon Computers Up @ Web pa:
10% This Year

Internet Explorer i:
News Home By Walter FPinctis are not connected
Page Washington Post Staff Writer Full Coverage-
News Digest Saturday, December 2, 2000, More National Security ‘ ]

Page A2 evs

Security The Defense Department nousryvwalen "ages

suffered more than 22,000 Select an Industry =] m

electronic attacks on its

computer systems in 1999 |
i and about 14,000 in the first :

seven months of this year Industry Report @ News !

P ! Defense and Aerospace ' Post Archives

Search the !:he Pent:agon s chief . . Advanced Search
States information officer said this e mmtE i aaioao hd
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Home | Fegister el Search:
MNews Home Padgse
MNews Digest
Mation
Mational 3SIecuritss
Jcience
Courts
Columns
Special REeports
Search the States
Photo Galleries
Live Online
Nation Index
World
Metro |
Business
WMashtech
Sports
Stwle
Education
Travel
Health
Home & Sarcrden
Opinion
Weathero
Weslkkly Sections
Classifieds
Frint Edition
Archives
Site Index
Haclter Hits on Pentagon Computers Up 10% This Year
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Hacker Hits on Pentagon Computers Up 10% This Year {(washingtonpost.com)
Hacker Hits on Pentagon Computers Up 10% This Year

IndustryWatch Pages

Select an Industry

* Defense and Rerospace

By Walter Pincus

WMashington Post 3taff Writer

Saturday, December 9, Z000; Page AOS

The Defense Department suffered more than 22,000 electronic attacks on its computer systems ir
The wvast majority of those attacks were either harmless or caused only petty harassment, but 3
Pentagon officials said that, to the hest of their knowledge, the Department of Defense’™s clas
The department was able to make an accurate count of the number of attacks for the first time
In 1999, the Pentagon detected 22,144 attempts to probe, scan, hack into, infect with viruses
3o far this vear, officials said, the number of attacks is up approximately 10 percent, and tb
In an interview, Money predicted that the number of attacks iz only "going to increase.”

" majority of the attacks [that cause damage] come through vulnerabilities in existing softuwe
Although the Pentagon is "putting more and more effort into testing”™ off-the-shelf software ar

"on a lot of these [programs], we don't know where the code is written, ™ he said.
Many of the wvulnerabilities are unintentional, but some appear to be "trapdoors" deliberately
2z a result, the official added, "we are not buyving such off-the-shelf products in our most se

The Pentagon's cybersecurity problem is enormous. The Defense Department has roughly 10,000 oc
In ARugust, Congress put an additional 5163 million for computer security into the fiscal 2001
The "seminal event"™ that awakened the Pentagon to its computer security problems occurred in E
Those attacks, which came as preparations were underway for a possible military operation agai
Military computer administrators had been warned about the weakness that the California hacker:
@ 2000 The Washington Post Company

-
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Click Here
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IYuur E-mail
| GET NEWSLETTER | -]

IWVERTISEMER

Viantecll
Buy and seil.
Anything you want.

DAILY ARTICLES

HOME SEARCH nmews | articLes | arcHives | pictiomary | resources | FREEsSTUFF | umks | asoutus |
* [y E-BUSINESS |
‘Technology DAILY OPINION _ _ _
Sofutions Penguins running wild
: STRATEGICALLY SPEAKIMG E-¥iews
for Today = Linux, the little OS that
Businesses ey . could, is poised to make a
POI|t|Ca| Fallout splash in e-business.
Small businesses should expect
ISBarc:h the 2000 election to affect E-biz platforms open
- . v Maggie i up
[SEARCH -1 .Bi'égs =l technology choices and costs. T O Sy

There's =still a place far
proprietary tools in e-
commerce architecture, but

Webh-savwy companies are

ReleVents Ask Molly Computer adopting open standards.
Advisor
_.""" Are dot-caom Engllsh to IT mTr}r e as, LA
AT Unions 2 ydownloading E-Business Step-by-Step
__#4 needed? 2 - from mirrars

TODAY'S NEWS

Unixz still makes sense far
large-scale applications, but
more and more e-businesses
are powered by the OS's

FCC Ainaave Auction Crests $1 Billion
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In Net Bids

A bevy of wireless telecommunications
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footprints' drove net bidding in the FCC's
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2001: an earthbound
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A Willkommen bei PC-WELT online - Microsoft Internet Explorer
J File Edit Yiew Fawvorites Tools Help

j«:‘=,=>,@ @‘@ (34 ®|%- = . =

Eack Forward Stop Fefresh  Home Search Faworites Histony Azl Frint Edit Discuss
JAQE”ESS €] hitp:/ fwevewr powelt.de findes html j @ Go

POWELT | .4 4 .,‘ " PCWELT

mekr wissen. mehr kiinnen.
( Suche Go! | » Homepage - Letzte Aktualisierung: 20.12.2000 02:40

_ » Aktuelles Thema: Toplisten und Testberichte stlmridel Go!
[0 Mebr Outionen | : _
SO Mehr Optionen | Al =kog J Frisch aus dem PC-WELT Testcenter: webcode

Wearbung

= Festplatten ab 500 Mark, Scanner und vier
verschiedene Flatinen: Slot 1, Sockel 370,
B Sockel 7 und Sockel A. Dazu ein erster SUPERGEWINNE
Testberlcht zU einem Pentium 4-Mainboard: MSI 850 im Weihnachtsritsel
Pro_ Alle Testberichte und Toplisten. Weitere

Schwerpunktthemen. rl'ic WEI_T

Noch 3 Tage
- ~ Neu..
MICIDSO‘!’ GL Gravitation Alle Infos zur
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Recovery-CD Direct X 8.0 Final fiir Flatrate [0

WinSx/ME DOS unter

D load A | t .
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Recovery-CD? Opera 5.0 Update
Werbraucherschutz meint mc_auch Alle CDs

ja mebhr... Snow for Windows [0 kopieren [E0
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File Edit “iew Go Communicator Help

»»1' Bookmarks ‘& Location: [http: //elpcbb. jro. it:1081/default /search. gx?_spp. page=search-ALL-top. htmls ,.f|

Back  Forward  Reload Home  Search  Netscape Print ~ Security  Shop Stap

[ docurments ] [ events ] [ folders ] [ contacts ] [ mews ]

OSILIA search for documents

home
title  contains
[ reqister ]

[ login ] publisher any publisher

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
-
[ search ] document type Web Article (1416 itemns) -
I

I

Cwlsls e | ———————
language  English {870 iterns) T

[ EEIIE!rlle-lr ] I
I

s | subject type computer bazed fraud (43597 ==
I

I

I

L -E::_ E:E:.: i I

[ discussions ] k nrdsI e
I

[ srmall text ] —
I

I

I

I

|

I

I

I

I

I

I

I

I

I

I

I

I

I

I
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I
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free text E‘credit card”

powered by | search now
gist

[ list all documents ] [ browse ] [ alphabetical search ]
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1

"~ Bookmarks A Location: [attp: //elpce6. jrc. it: 1081 /default/search. gx

Back  Forward  Reload Home  Search  Netscape Print ~ Security  Shop

[ docurnents ] [ events ] [ folders ] [ contacts ]

OSILIA search results

e Documents 1 - 10 of 183

1. aided by Internet, Identity Theft Soars (Web Article)
[ reqister ] Keywords:cohn social number rend company san personal diego crime cyberspace
enforcement issuer privacy consumer apartment information online fraud name docusearch
[ login ] security usa ligand charlton thief card internet theft credit identity bradbury
<br=<hr=Aided by Internet, Identity Theft Soars By TIMOTHY L. O&acute;BRIEMN aw
[ search ] enforcement autharities are becaming increasingly waorried about a sudden, sharp rize in

the incidence of identity theft, the oulright pilfering of pecple's personal information for
use in abtaining credit cards, loans a...

2. Exfortion Hack Raises Doubt of Online Security (Web Article)

Keywords:info vendar wilking posts company internet back-end computer infarmation paar

maxus com extortion hack e-commerce say database apbnews noack security fahn web online

card credit
<br=<hr=4& mirrored image of the Web page MEW YORE (APBrews.com) - 4 failed

[ small text ] extortion plot that resulted in the online posting of a music store's customer credit card
- database has raised questions about cybersecurity just weeks after a record-setting

hioliday shopping season. Claiming to have hack...

3. Was Bill Gates' Credit Card Mumber Online? (Web Article)
Keywords:posts cd gate extortion incident database expert say sohn nbci xoom post e-mail
web hack hacker maes security apbnews noack com number maxus posting online site credit
card curador e-commerce
<hr=<hbr=NEW YORK (APBnews.com) - A self-proclaimed teenage "cracker" who claims
to have gotten into the database of an e-commerce site has posted hundreds of credit
card nurmbers online -- including one he says belongs o Microsoft Chairrman Bill Gates,
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W" Boaokmarks $ Location: fhttp: //felpchb. jro. it:1081/default/search. gx?_app. page=hrowse. html&searchT ,.f|

Back Forward

Reload Home Search

Metscape

SECUrty shop

(]

OSILIA

e

[ login ]

[ discussions ]

[ small text ]

[ docurments ]

subject type

crime using internet, {130}
cormputer based fraud, (459)

[ events ]

[ folders ]

[ contacts ]

[ list 1416 Web Articles now ]

top 100 keywords
internet, (857
com, (523)
onling, (522
web, (433)
hacker, (414)
cormputer, (392
wirus, (291)
site, (281)
microsoft, (247
news, (226)

fio, (212)
e-mail, {207}
bug, (182}

love, (173}
email, {168
software, (160}

[ P -

attacks on Internet, (327
attacks on computers, (5007

e-commerce, (59)
website, (88)
attack, (87)

cnet, (85)

http, {72

yahoo, (78)
iloveyou, (78

kid, (77)
entertainment, {77)
cyber, (77)
vermischtes, {77
raguo, (77

parn, (75}

de, (76)

nfo, (75)

spiegel, (75

[ —— = AN

infor mation, (57
technology, (57
suspect, (56)
cnn, (55)

virtuell, {55
agency, {(54)
parent, (52
wap, (32
zeitung, {32
criminal, {51}
consumer, (50
copyright, (500
pot, (50
progratn, (497
investigation, (48)
arrest, (48)
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[ reqgister ]

[ login ]

[ what's new ]

[ discussions ]

[ srmall text ]

[ docurments ]

[ events ]

[ folders ] [ cortacts ]

[ mEws ]

browse categories

[ list 459 Web Articles regarding computer based fraud now ]

top 100 keywords
internet, {349}
com, (281)
web, (190)
hacker, (167
online, (162}
computer, (158
site, (144)

fhi, {104}
news, {96
say. (81)
email, {78}
wirus, (76)
htrrl, (73)
software, (70
apbnews, (70)
e, (67
bug, (67)
security, (66
porn, (65)
fraud, {63)

= SETh

cnet, (48)

child, (46)
entertainment, (46)
user, (44)
crime, (43}
netwaork, (43)
block, {43%
peacefire, {43
love, (42)
cybercrime, (390
noack, (39

edt, (39)

score, (38
censorware, (38)
slashdot, (38)
re, (38)

copa, (32)
censorship, (38)
friday, {38}
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it iR o DEN

bbe, (31)
information, {297
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technology, (27
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enforcerment, (24)
yahoo, (24)
copyright, (24)
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W" Eookmarks \{;f. Location: [http: //elpchf. jro. it:1081/defanlt/show. qe?0bject. ochject id=EM aooooor ,.f|

Back  Forward  Reload Home  Search  Metscape Print  Security  Shop

e — e L.
[ docurnents ] [ everts ] [ folders ] [ contacts ] -

OSILIA Aided by Internet, Identity Theft Soars

Forme

[ register ] aided by Internet, Identity Theft Soars By TIMOTHY L, © "BRIEN aw enforcement authorities
are becoming increasingly worried about a sudden, sharp rise in the incidence of identity theft,
[ login ] the outright pilfering of people's personal information for use in obtaining credit cards, loans
and other goods, While identity theft is hardly new -- con men have been doing it for ages --

[ search ] law enforcement officials and consumer advocates say the Internet is making identity theft one
of the signature crimes of the digital era. Any visitor 1o cyberspace can find Web sites selling
all sorts of personal information and, with that information in hand, thieves can acquire credit,
make purchases and even secure residences in someone elze's name.

Can Privacy Be Protected Online? The Social Security Administration said it had received mare
than 30,000 complaints about the misuse of Social Security numbers last year, most of which
had to do with identity theft. That was up from about 11,000 complaints in 1998 and 7,868
camplaints in 1997, The Social Security Administration atiributes the rise o the ease with

[ small text ] which Social Security data can be collected on the Internet, "The Internet allows these
criminals to work anonymously and from all over the world," said Gregory Regan, head of the
Secret Service's financial crimes division, "We don't think that people should be afraid of using
the Internet, but all of this enthusiasm should be tempered with a little bit of caution.” Kim
Bradbury knawes all oo well the ease with which identity thieves operate. On a Friday
afternoon last September, as she was feeding her 1-year-old daughter in her Morthern
California home, the kitchen phone rang. Bradbury dismissed the caller, a representative of
the credit card giant First USA, as just another telemarketing huckster, "Mo, you have to
listen!" Bradbury remembers the caller insisting, "Someone has applied for a credit card in
your name and it doesn't match other addresses we have for you." In fact, someone had
already 11=ed the rredit Fard -- aronired nver thie Taternet withont Pradbnre's knowledne -- 0 4
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